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Make/Model/Version (IOS) of Routers?
Make/Model/Version (software) of Firewalls?
Type of AA (Advanced Authentication) in use?
IDS?  NIDS/HIDS?
FIPS 140-2 Certificates for all traffic outside of the physically controlled areas?
All LE traffic separated by VLANs/Firewalls from other Non LE traffic?



http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/FIPS140ConsolidatedCertList0019.pdf
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140crt/FIPS140ConsolidatedCertList0019.pdf
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VLANS

5.5.7.1 All 802.11x Wireless Protocols

Segregate, virtually (e.g. virtual local area network (VLAN) and ACLs) or
physically (e.g. firewalls), the wireless network from the operational wired infrastructure.
Limit access between wireless networks and the wired network to only operational
needs.

5.10.1.4 Voice over Internet Protocol

VolIP can be installed in-line with an organization’s existing Internet Protocol
(IP) services. Among VolP’s risks that have to be considered carefully are: myriad security
concerns, cost issues associated with new networking hardware requirements, and
overarching quality of service (QoS) factors.
In addition to the security controls described in this document, the following additional
controls shall be implemented when an agency deploys VolP within a network that
contains unencrypted CJI:
1. Establish usage restrictions and implementation guidance for VolP technologies.
2. Change the default administrative password on the IP phones and VolP switches.
3. Utilize Virtual Local Area Network (VLAN) technology to segment VolIP traffic from
data traffic.
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Presenter
Presentation Notes
Segregate, virtually (e.g. virtual local area network (VLAN) and ACLs) or physically (e.g. firewalls), the wireless network from the operational wired infrastructure. Limit access between wireless networks and the wired network to only operational needs. 
Utilize Virtual Local Area Network (VLAN) technology to segment VoIP traffic from data traffic. 



Mobility XE examples



Multiple WWAN:Ss from different cellular carriers are often needed to cover the entire service area.
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Source: http://discover.netmotionwireless.com/rs/netmotionwireless/images/NetMotion-Wireless_Security-Wireless-Networks_WP.pdf
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Conceptual Topology Diagram For A State Law Enforcement Agency
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Conceptual Topology Diagram For A County Law Enforcement Agency

Intemet

Dedicated
Circuits To
Municipalities

VPN Tunnals To
Municipalities Via

Imtemet

Propeiatary
Packet / RF
Card + Bullt-in
FIPS 140-2
Encryplion

Packel / RF
Transcievers +
FIPS 140-2
Encryplion

Ethernet Swatch

Squad Car
Laplop wi
AA (4)

Hosted By State

Puolice Cruiser WVLAN

County LE.
Workstation
(6)

Router / Firewall / VPN,
FIPS 140-2 Compliant

TLS Web App.
Hosted By Stata

Other
Department
Workstation (10)

L CAD System
with CHS
Interdaca +128-
BitTLS

Counly Law Enforcement Agency |

Gaoneral
Infrastruciure

— — — - FIPS 140-2 COMPLIANT ENCRYPTION
STANDARD COMMECTION

Appendix C.1-C

| 01/01/2011 [




Conceptual Topology Diagram For A Municipal Law Enforcement Agency
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Icons: Cisco Products (Cont.)
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